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Abstract
Production systems confront many accidents, malfunctions and quality defects due to human errors.
Human reliability analysis (HRA) has been developed to identify and quantify the human error
probability. Each HRA method has its advantages and disadvantages and has proposed for a specific
environment or system and utilizes some unreal assumptions to make the problem easier to solve this
assumption derive the HRA method from reality and the obtained results are unreliable. To overcome
this issue. We propose an Artificial Intelligence System (AIS) in cooperation with Response Surface
Method (RSM) to provide a new HRA method (ARHRA) and make HRA closer to reality. This method
proposes a framework to calculate the effects of performance shaping factors on human error
probability (HEP) with AIS and RSM. The proposed model has been applied to a real case and the
provided results show that human reliability can be calculated more effectively using ARHRA method.
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Introduction
In recent year dynamic HRM has become an
interesting issue for study since many parameters
influence the human reliability and the effect of
these parameters on human reliability cannot be
calculated by exact algorithm. [1-3] proposed the
Information Decision and Action in Crew (IDAC)
context for HRA. The model was developed to
predict the responses of the control room operating
crew in nuclear power plants to use this method in
probabilistic risk assessments (PRA). Trucco and
Leva [4] developed a new probabilistic cognitive
simulator (PROCOS) to obtain the errors of human
in operational systems, they used the quantification
susceptibilities of the first-generation HRA with a
cognitive evaluation for an operator. Di Pasquale et
*

al. [5] proposed the Simulator for Human Error
Probability Analysis (SHERPA), and utilized the
advantages of the simulation technique and the
traditional HRA methods to model human behavior
and obtain the error probability for a specific
scenario in production systems. In these models the
effect of PSFs have been simulated and the result
used to predict the HEP. Simulation of the PSFs
effect on HEP requires the occurrence probability of
each PSFs and the manner of PSFs effect on HEP. In
many real situations, these data are not available or
accurate. Also, most of HRA methods have been
developed in a specific context, such as nuclear
power plants and less methods have been proposed
for production systems.
In this paper, we combine the HRA and AIS with
RSM and propose a new HRA Method as ARHRA.
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This method uses the AIS to calculate the HEP based
on several environmental, work (duration, type)
and human (age, sex) factors, and RSM to
investigate the effect of each PSF on human error.
Human error probability calculation
According to The THERP method, HRA aims to find
the contribution of human reliability to the system
reliability, that is to say, the aim is to predict human
error probability and assess the total unreliability
of human– machine systems likely to be caused by
human in association with equipment, machines,
procedures and other system and human
characteristics which influence the production
system [6].
The first step in the HRA is the error identification.
In this step all probable errors should be identified
with their consequences. The second step is
calculating the occurrence probability for each
identified error and the final step is the reduction of
error probability.
It should be noted that data gathering to use this
formula is not simple, some researchers presented
that HEP is derived from four Contextual Control
Modes (CoCoMs), scrambled, opportunistic, tactical
and strategic in first generation an several PSFs
such as stress and complexity, but dynamic HRA
presented that HEP is a result of human
performance factor relations and dependencies
such as work type and work time [8].
Performance shaping factors
PSF was advocated by Swain [9] first time and
usually treated as ‘‘the regulation item for the
introduction of the error rate’’ or ‘‘the providing
items for the prediction of human error’’. In fact
PSFs are the aspects of human behavior and the
context that can impact on human resource
performance, these factors were viewed in terms of
the effects, they might exert on human performance
such as work efficiency and system reliability. Many
PSFs and categories have been proposed by
researchers for different systems such as nuclear or
power plant, [12, 11].
In practice, the number of PSFs that are included in
HRA methods lies between these 1 to 62 PSFs. For
example, the SPAR-H method [6], which is widely
used in the US nuclear industry, includes eight PSFs.
The internationally widely used Cognitive
Reliability and Error Analysis Method (CREAM)
[10] uses nine PSFs. Boring studied the important
PSFs and proposed 8 PSFs that are considered in
common HRA methods [13]. These PSFs are as
follows:
• Available Time
• Stress
• Complexity

• Experience and Training
• Procedures
• Ergonomics
• Fitness For Duty
• Work Process
PSFs may have a negative impact or a positive
impact on human error. When the influencing factor
represents a positive impact, it corresponds to a
value less than one; which is used to decrease the
HEP value. Also the PSF represents a negative
impact, it corresponds to a value greater than one
and leads to decreases the HEP. The total impact of
PSFs is calculated using below equation
𝑇𝑜𝑡𝑎𝑙 𝑃𝑆𝐹𝑠 𝐼𝑚𝑝𝑎𝑐𝑡 = 𝐼𝑃𝑆𝐹1 ∗ 𝐼𝑃𝑆𝐹0 ∗…∗ 𝐼𝑃𝑆𝐹8
Equation (1) shows that the total impact of PSFs is
the multiplication of each PSF impact (IPSF). The
HEP formulation has been shown by:

Although Equation (3) is used to obtain the human
error probability considering the PSFs in some
mentioned methods. In this paper, we investigate
the impact of PSFs on HEP separately, the PSFs
impact on HEP are evaluated by AIS. That is to say,
in the proposed method the value of HEPcomposite are
predicted by AIS and historical data and there is no
need to calculate the HEPnominal in the first step.
Artificial Immune System
A simplified view of the human immune system is
that it is made up of two types of cells, B cells and T
cells. Upon encountering an antigen B cells are
stimulated by a number of sources and with the
help of T cells undergo cloning and somatic hypermutation. The antigens are then attacked by killer T
cells and removed from the system. The immune
system maintains a memory of the infection so that
if ever exposed to the same antigen a quicker
response can be elicited against the infection.
Several theories as to how immune memory works
have been proposed. The Immune Network Theory,
first proposed by Jerne[14], proposes that a
network dynamically maintains the immune
memory using feedback mechanism. Thus if
something has been learnt, it can be forgotten
unless it is reinforced by other parts of the network.
With the B cell clones undergoing mutation the
immune system can defend itself not only against
previously known antigens, but also slight
variations of such antigens. It is this behavior on
which the AIS capitalize.
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RSM
Response surface method has been proposed by
Box and his collaborators [15]. This method was
derived from the multidimensional graph to assess
the fitness of the mathematical model.
RSM consists of a group techniques that aim to fit an
empirical model based on the experimental data, to
achieve this goal, linear or square polynomial
functions are employed to describe the system
studied and, to optimize the experimental
conditions in order to propose the optimal
configuration of input parameters [16].

ARHRA Framework
The proposed framework to assess the human
reliability is shown in Figure 1. As could be seen the
framework has two subsystems, the first is AIS that
evaluate the effect of PSFs on human error and the
second is RSM which identify the most effective
PSFs in different systems. This framework
proposed the HEP value and provide the most
effective PSFs in different systems that leads to
reduce time and cost in data gathering and increase
the accuracy of HEP value.

Figure 1. ARHRA framework

Numerical example
We use the proposed framework to assess the
human reliability in a real production system. In
this case a melting workshop with one human
resources and 8 PSFs has been considered. In some
day the error rate of the human resources has been

measured by sampling the PSFs to produce some
historical data. The obtained data are shown in
Table 0. As could be seen we have values for each
PSFs and human reliability. The PSFs multipliers
can be found in [17] and [18].

Table 1. The PSFs level for each instances
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Using AIS, we try to determine the effect of each PSF
on HEP based on a first degree equation. Table 0
shows the results proposed by AIS for historical
data.

As could be seen the difference between HEP and
Estimated HEP is large in some instances, such as
instance 1, 3 and 6. To eliminate this tolerance we
use the RSM method to identify the most effective
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PSFs and remove the ineffective PSFs to increase
the accuracy of AIS.

Table 2. The estimated HEP by AIS

According to above equation the sixth PSF has not
an important effect on human error and can be
eliminated from AIS parameters, therefore this PSF
have been eliminated and the AIS run again to
increase the accuracy of HEP estimation. The
results are shown in Table 3.

HEP

Estimated HEP

SE

Ins 1

20155

20134

4041E-24

Ins2

2003

2019

1062E-23

Ins 3
Ins 4

2017
2019

20160
2004

6042E-25
0052E-23

Ins 5

2029

2011

4022E-24

Ins 6

2005

2000

9022E-24

Ins 7

2013

2015

4022E-24

Table 3. The results proposed by AIS after RSM
HEP

Estimated HEPBefore RSM

Estimated HEPAfter RSM

SE-Before RSM

SE-After
RSM

Ins 1

20155

20134

20140

4041E-24

1069E-24

Ins2

2003

2019

20013

1062E-23

0089E-24

Ins 3

2017

20160

20163

6042E-25

4092E-25

Ins 4

2019

2004

20003

0052E-23

1029E-23

Ins 5

2029

2011

20125

4022E-24

0005E-24

Ins 6

2005

2000

20006

9022E-24

5076E-24

Ins 7

2013

2015

20140

4022E-24

1044E-24

Conclusion
In recent years, many efforts have been done to
assess the human reliability and human error
probability. In this regard, Human reliability
analysis (HRA) methods have been proposed to
measure the human error probability and
reliability. Each method has its advantages and
suffers from some disadvantages, also most of these
methods have been proposed for specific systems
such as nuclear or power plants. On the other hand
human reliability also is an important issue in
production systems and some methods should be
proposed to evaluate the reliability of human in
these systems. In this paper, we proposed an
Artificial Immune System based Response Surface
Method HRA (ARHRA). This method proposed a
framework to calculate the effects of performance
shaping factors (PSFs) on human error probability
(HEP) with AIS and RSM. Using RSM helps to find
the most effective PSFs and eliminate the ineffective
PSFs based on the conditions of production
systems.
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